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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of
ZeroTier.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:
Models Shown: NR300 router.
Firmware Version: V1.1.4 or newer
Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version | Change Description
2023/10/13 V1.0.0 V1.1.4 First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email to: support@navigateworx.com
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2. Topology
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NR300 LAN:
192.168.5.1/24 ° °
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NR300 Base Station
192:168:55/24 ZeroTier Client ZErOTIRESEER pe
Network ID: 41d49af6c24b88f0 ZeroTier Client

ZeroTier IP: 172.29.117.138
ZeroTier IP: 172.29.151.26

1. NR300 router run as ZeroTier Client with any kind of IP and conect the ZeroTier

Server.
2. PC run as ZeroTier Client with any kind of IP and conect the same ZeroTier

Server.
3. After ZeroTier tunnels are established, PC and NR300 router be able to PING

each other successfully.
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3. Configuration

3.1ZeroTier Server Configuration

1. Go to ZeroTier Official website(https://my.zerotier.com), then navigate to
Networks page, then click "Create A Network” Button to create a new ZeroTier
Server, the Network ID of our testing is 41d49af6c24b88f0, like below.

Download Knowledge Base APl Community Account Networks Logout

Create A Network

N

41d49af6C24b8ETE NR300 TEST 1]

Your Networks SEARCH

Networks: 1
Authorized Nodes: 1 / 25

2. Then configure the ZeroTier Server like below.

Download Knowledge Base APl Community Account Networks Logout

41d49afec24baafe
SERVER
~ Seitings
Basics Network ID
41dasaféc24basfe
Mame
NR300 TEST |
Description
SERVER

Access Control
Private

®

Public

Managed Routes

172.29.8.9/16
B (Lan)

Add Routes

Destination via
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—IPv4 Auto-Assign

Auto-Assign from Range

Easy
10.147.17* 10.147.18.* 10.147.19.%
10.144.** 10.241.%* 10.242 %%
10.244.%* Tru22xx 7223255
112.208% 17226 TI2275F
1 s 172.30.%.* 192.168.191.*
192.168.193.* 192.168.194.* 192.168.195.*

Advanced

10.147.20.%
10.243**
172245
172.28>*

192.168.192.%

192.168.196.*

—IPv6 Auto-Assign

) ZeroTier RFC4193 (/128 for each device)

[ ZeroTier 6PLANE (/80 routable for each device)
() Auto-Assign from Range

—Multicast

Multicast Recipient Limit

Broadcast
Enable Broadcast

DNS

Search Domain

home.arpa }
Server Address

10.147.20.190 }

Submit

Requires ZeroTier version 1.6. See Settings Help below.

—Manually Add Member

Node Id
[ 8badf00d13

Submit

his network before it joins.
undelete a member.
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3.2Configuration on NR300 router(ZeroTier Client)

1. Go to VPN>ZeroTier>ZeroTier, click Enable button and specify the port.

Overview Status Zerotier

Link Management General Settings

Industrial Interface Enable

Network Local Port [se93

Network Settings
Index  Enable Description Network 1D Enable NAT (O]

Applications

VPN
OpenVPN
GRE

» Zerotier

Maintenance

2. Click Save>Apply.

3. Enable Network Settings, then specify the Network ID to connect the Zerotier
Server.

Status Zerotier

General Settings
Network Settings

Network Settings
Index 1t

Enable E @
| Network 1D |41d49afec24bssfo |

Enable NAT

4. Click Save>Save>Apply. (Note: This is a secondary list, it needs to double click
save)

www.navigateworx.com
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5. Then please do not operate/click anythings, then go to ZeroTier Server Web page,
after this page show a new device has joined this Network as below, then check “auth”
button to allow NR300 router to join this Network. Or we can manually adds a new
device to this network before it joins.

¥ Members

One device has joined this network.
A ZeraTier network should have at least 2 member devices

Use the ZeroTierOne app on your devices to join 41d49af6c24b8afe.

Visit the downloads page to get the app.
Search (Address / Name) Display Filter Sort By
Authorized [ tnactive @) (@ Address
NotAuthorized [7] Active (4 () Mame
[] ridges [ Hidden (B
€1/
Auth? Address Name/Description Managed IPs Last Seen Version  Physical [P
9827851446
£2:10:ac147te2:d LESS THAN A MINUTE =

CR R VAR

E-Mail Join Instruetions Manually Add Member

Add Nev emk
* Members Help
> Flow Rules

> Administratars

Note: If the page do not show a new device join to the network Or the Status of NR300
routeris ACCESS_DENIED, please kindly adds a new device to this network manually in
ZeroTier Server Web page.

6. Then it will be assigned a IP automatically.

Auth? Address Name/Description Managed IPs Last Seen Version Physical IP
NR300 b 172.29.117.138 _
; wfzc-)fsejfiifscb-e - LESS THAN AMINUTE 188 o =
:28:75:80:5b:6 | oo 172.29.0x

7. Go to VPN>ZeroTier>Status, ZeroTier have been connected successfully.

Overview Status Zerotier Reset
Link Management
Industrial Interface Enable  true
Network Network Address ~ a03ed2adfc
S
VPN Index Enable Description Network ID Name MAC Status Type Device Assigned ips
OpenVPN 1 true NR300 41d49af6c24b88f0 NR300-TEST  £2:28:75:80:5b:66 0K PRIVATE 1 172.29.117.138/16
GRE Index 1
= B Enable  true
Maintenance Description ~ NR300
Network ID  41d49af6c24b88f0
Name  NR300-TEST
MAC  f2:28:75:80:5b:66
Status 0K
Type  PRIVATE
Device  ztl
Assigned ips  172.29.117.138/16
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3.3 Configuration on PC(ZeroTier Client)

1. Open ZeroTierOne Software on PC, then Right Click ZeroTier software and Join
New Network.

s
My Address: a2055c8705
Join New Network...
272f5eae1639153b Zerotier-Server >

Start Ul at Login
> About
Quit ZeraTier Ul
. T R
2. Then enter the Network ID of the ZeroTier Server.

B Y Join ZeroTier Network = | X

Enter 16-digit Network: 1D to Join:

41d49af6c24basfo|

Cancel | Join T

3. Then go to ZeroTier Server Web page, after this page show a new device has
joined this Network as below, then check “auth” button to allow PC(ZeroTier client)
to join this Network.

¥ Members

Search (Address / Name) Display Filter Sort By
Authorizes [ Inactie (@ @ hadress
NotAutherized [ Adie (3 O Mame

[] sedges [ Hisden (@

9827851446
FastbsaceaTadid

]
3

a2055c8705
2:2a:4e-0e:71.

E-Mail Join Instructions Manually Add Member

> Members Help

4. Then it will be assigned a IP automatically.

Auth? Address Name/Description Managed IPs Last Seen Version Physical IP
P g y
a03e42adfc  NR300 M 172.29.117.138 _
£2:28:75:80:5b:6 P LESS THAN AMINUTE  1.8.8 o =
""" NR300 229.0x
PC M 172.29.151.26 B
7?22'35'54:'897'0751-9 = LESS THAN A MINUTE  1.10.6 14.19.8.2 o =
12a:4e:9e:71:9
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4. Testing

1. Ping from NR300 router to PC(ZeroTier client), it is working correctly.

Overview Ping Traceroute AT Debug Shiffer

Link Management Ping Settings

Industrial Interface Host Address
Network Ping Count |5

Applications local PAddress [ |

VPN PING 172.29.151.26 (172.29.151.26): 56 data bytes

. 64 bytes from 172.29.151.26: seg=0 ttl=128 time=460.112 ms

Maintenance 64 bytes from 172.29.151.26: seq=1 ttl=128 time=13.767 ms
Upgrade 64 bytes from 172.29.151.26: seq=2 ttl=128 time=3.834 ms
Software 64 bytes from 172.29.151.26: seq=3 ttl=128 time=3.800 ms

64 bytes from 172.29.151.26: seq=4 ttI=128 time=12.241 ms

System

Configuration --- 172.29.151.26 ping statistics ---
» Debug Tools 5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 3,800/98.750/460.112 ms

2. Ping from PC(ZeroTier client) to NR300 router,it is working correctly.

C:\Users\Mosen>ping -S 172.29.151.26 172.29.117.138

IE{E Ping 172.29.117.138 M 172.29.151.26 BEH 32 =T HHIE:
B8 172.29.117.138 WA E: =H=32 A |@=u81ms TTL=64

B8 172.29.117.138 WEIE: F =32 BF[@=3ms TTL=64

B8 172.29.117.138 WMEIE: F =32 AF|@=U4ms TTL=64

B8 172.29.117.138 WEIE: = T=32 AF|@=11ms TTL=64

172.29.117.138 {9 Ping FKit{E8A:

HIBE: ERX =4, BEW =4, £X =0 (6% EXK),
FRTENMGITHBECAZR ARA):

B = 3ns, B = u48lms, Y = 12dms

3. Test successfully.
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