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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of
Transparent Mode with DNP3 Serial to DNP3 TCP on RS485.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:
Models Shown: NR500 series.
Firmware Version: V1.1.7

Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version | Change Description

2022/08/05 V1.0.0 V1.1.7 First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email to: support@navigateworx.com
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2. Topology

\
o OB
ST Base Station @
DNP3 Qutstation.  NR500 router run as DNP2 Master.
(pclrunas DNP3  transparent mode (pc2 run as DNP3
Outstation simulator Master simulator
software) IP:192.168.111.156 software)

1. NR50O router runs as fransparent mode and connect to Internet with SIM card.

2. PC1 simulate software as serial device and runs serial software, such as
“OpenDNP3”, the simulate will send the data to the DNP3 Master through
NR500 router with TCP transparent mode.

3. PC2 runs as DNP3 Master simulate software and get data from the NR500
router.
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3. R$485 Cable

1. Please follow below picture to make the RS485 cable:
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4. Configuration

4.1 RS485 Configuration

1. Go to Link Industrial Interface>Serial>Connection>Index 1, Click the Edit button
of COM1.

--. ) Login: admin
“u-ms NavigateWorx

Overview Status Connection

Link Management Serial Connection Settings

Industrial Interface Index Enable Port Baud Rate Data Bits Stop Bits Parity
> Serial 1 false coM1 115200 8 1 None
ESED 2 false com2 115200 8 1 None ®

2. Enable RS485 setting, select Protocol as “TCP Server” and enter the Local ip
address and Local Port. Click Save.

Connection Settings
Serial Connection Settings
| Index |1

Enable
Port ‘ ‘
Baud Rate  |115200 v|
Data Bits ‘8 vw
Stop Bits ‘1 vw
Parity ‘None vw

Transmission Settings
Transmission Method Transparent v

MTU 1024

@

Protacol ‘TCP Server v

|
\
Local IP Address | 192.168.111.15¢ ]
|

Bl N

Local Port ‘ 2000

3. Click Save>Apply.
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4.2 DNP3 Outstation Configuration

Here used the DNP3 Simulator “OpenDNP3" to do the testing.

1. PC1 open DNP3 simulator to run as DNP3 Outstation and enter the serial port
and serial settings, then make it connect to NR500 and click Add:

© Add  Big File @ About

DNE3 19:29:24.17
- # Add DNP3 Channel

TCP Client TCP Server Serial

COoms v | Port Baud Rate

Data Bits
Parity
Stop Bits

Flow Contrel

Settings Logging
[channel Alias [AError [ Link
. W e 7 ;
Eatria alaa 1000 =] Win Retry (ns) (A Varning B4 Link Kex

[ Infe [ Transport
10000 3 Max Retry (ns) Cloehe B Aoslioation

~

- Le 1/ 5000

2. Right Click “channel”, and Add Outstation:

@& simulator - ] x
NP3 19:29:24.139 INFO system Initialized DNP3 plugin
~ -

Add Master

3. Choose “Relay Simulator” :

@ Choose an outstation plugin x

Relay Simulator bl

A simple relay zimulator with a mock front
panel. Responds to latch onfoff

Select
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4. Specify the address on DNP3 Outstation, to make it match the settings on
DNP3 Master and click Add:

@ simulator
€ Add g File

INE3

Add Master

# channel

Link  Master

1

source

1024 destination

[ send confirned user data

Metric Value
bytes rx

bytes tx

cre errors
open count

nun close

open fail count
link frames rx
link frames tx
bad link fra...

Logging

master Mlias

cooceoooooo

5. Right click “Relay”, then we can see the simulator:
L
O add B Fle
DHE3 5 64 THCE

[ T 2

: 1 SEQ: 1 FUNC: CONFI

0 USER DATA Dest: 1024

: 14

: 0 SEQ: B FUNC: READ

Matria Walus
Fas tranzpert ra VEIE
Fan transpork b3 Ina14
o
Fue transporf arver re 1z va, 8022 A vory simple relay simulation. i repors
J-phiase voltage and curmend, and
Iy 122 ¥E. D017 responds to a CROB latch onoff on
I s RN index 0. The breaker can be manually

oparated via the buttons on the relay

USER DATA Dest:

6. Then DNP3 Outstation will connect to NR500 router automatically.

4.3 DNP3 Master Configuration

Here used the DNP3 Simulator “OpenDNP3" to do the testing.

1. PC1 open DNP3 simulator to run as DNP3 Master and enter the IP Address and
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Port to make it connect to NR500 and click Add:

@ simuia
€ Add g Fle €@ About
DNF3 H ] - A
% Add DNP3 Charnel
\ TCP Client TCP Server Serial
|192. 168, 111. 156 Host
2000 2| Port
Settings Logging
[channel Mias [ Eevor Link
Metric Value - i) [ Yerning [ Link Hex
[ Infs [A Transport
008 ) Xux Bcy s Odebae A sslioation
.
o
w A L 1/ 5000
H H b " .
2. Right Click “channel”, and Add Master:
‘ Simulator — (]

€ Add

g File

17:02:24.234 INFO system Initialized DNP3 plugin

Add Outstation

Remove

3. Specify the address on DNP3 Master, to make it match the settings on DNP3
Outstation and click Add:

® simulator
@ Add g File
DKFP3
Add Master
% channel o s
Link  Master

1 =} source

1024 2 | destination

[ send confirmed user data
Metric Value
bytes rx 1]
bytes tx 0
arc errors 0
open count 1]
num close 0
open £ail count 0 -
lirk frames rx 0 Logging
link frames tx 0 Mlias
bad link fra... 0
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5. Testing

1. Open DNP3 Master, right Click “Master” and open it:

‘ Simulator - m]

© Add g File

IKE3
=N th.Ei. £19:12.935 -LL-> master Function: PRI_UNCONFIRMED USER DATA Dest: 1024 Source:

05 64 11 c4 00 04 01 00 60 4E
Open €4 €3 14 3C 02 06 3C 03 06 3C 04 06 FD C9

Remove 17:19:12.938 <-LL- channel Function: PRI _UNCONFIRMED USER DATA Dest: 1 Source: 10
s 05 64 OA 44 01 00 0O 04 67 88

2. Select the data type as “Analog”, then we can see the data had been sent 1o
DNP3 Master from NR500(DNP3 Outstation) successfully:

EZ DNP3 Master (master) — O X
nalog iw || Index Value Flazs Timestamp (UIC)

T o 1241 0x01 - ONLINE 2022/8/5 20:08:10.217 (loca. .
g Type Feriod 1 1242 0x01 - OFLINE 2022/8/5 20:06:10.217 (loca..
v 2 1243 0x01 = ONLINE 2022/8/5 20:08:10.218 (loca.
= 3 8034 0x01 - OFLINE 2022/8/5 20:08:10.218 (loca..
2 4 8031 0x01 - ONLINE 2022/8/5 20:08:10.218 (loca..
2 5 8022 0x01 = ONLINE 2022/8/5 20:08:10.218 (loca.
2

£

i

—

Test successfully.
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