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1. Introduction 

1.1 Overview 

This document contains information regarding the configuration and use of GRE 

over IPsec with rip. 

 

This guide has been written for use by technically competent personnel with a 

good understanding of the communications technologies used in the product, 

and of the requirements for their specific application. 

1.2 Compatibility 

This application note applies to： 

Models Shown: NR500 series. 

Firmware Version: V1.1.7(3b5122d) or newer 

Other Compatible Models: None  

1.3 Version 

Updates between document versions are cumulative. Therefore, the latest 

document will include all the content of previous versions. 

Release Date Doc. Version Firmware Version Change Description 

2022/02/17 V1.0.0 V1.1.7(3b5122d) First released 

    

 

1.4 Corrections 

Appreciate for corrections or rectifications to this application note, and if any 

request for new application notes please email to: support@navigateworx.com 
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2. Topology 

 

1. NR500/NR300 Router connect to the PC via LAN port and run the GRE over 

IPsec Client.  

2. Cisco router run as GRE over IPsec server and enable the loopback1 interface 

for the testing. 

3. GRE over IPsec VPN was established between NR500/NR300 successfully and 

finally the subnet is able to communicate with each other. 
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3. GRE over IPsec Server Configuration 

1. Login to the cisco router and the configuration of GRE over IPsec and rip as 

below: 

================================================================= 

R1#show running-config  

Building configuration... 

 

Current configuration : 1704 bytes 

! 

upgrade fpd auto 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname R1 

! 

boot-start-marker 

boot-end-marker 

! 

aaa new-model 

! 

aaa authentication ppp default local 

! 

aaa session-id common 

no ip icmp rate-limit unreachable 

ip cef     

!                 

no ip domain lookup 

ip auth-proxy max-nodata-conns 3 

ip admission max-nodata-conns 3 

ip address-pool local 

!          

multilink bundle-name authenticated 

!               

username test password 0 test123456 

archive    

 log config 

  hidekeys 

!                

crypto isakmp policy 10 

 encr aes 256 
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 authentication pre-share 

 group 2   

crypto isakmp key test123456 address 0.0.0.0 0.0.0.0 

!                  

crypto ipsec transform-set myset esp-aes esp-sha-hmac  

 mode transport 

!          

crypto dynamic-map mydynamic 10 

 set transform-set myset  

!                

crypto map mymap 10 ipsec-isakmp dynamic mydynamic  

!                  

ip tcp synwait-time 5 

!                

interface Loopback1 

 ip address 10.1.1.1 255.255.255.0 

!          

interface Tunnel0 

 ip address 46.46.46.1 255.255.255.0 

 no ip split-horizon 

 tunnel source FastEthernet0/0 

 tunnel destination 192.168.111.113 

 tunnel key 123456 

!          

interface FastEthernet0/0 

 ip address 192.168.111.202 255.255.255.0 

 duplex full 

 crypto map mymap 

!          

router rip 

 version 2 

 network 10.0.0.0 

 network 46.0.0.0 

 no auto-summary 

!          

ip default-gateway 192.168.111.1 

ip forward-protocol nd 

no ip http server 

no ip http secure-server 

!               

logging alarm informational 

!                 

control-plane 

!                  
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gatekeeper 

 shutdown  

!                  

line con 0 

 exec-timeout 0 0 

 privilege level 15 

 logging synchronous 

 stopbits 1 

line aux 0 

 exec-timeout 0 0 

 privilege level 15 

 logging synchronous 

 stopbits 1 

line vty 0 4 

!                 

end        

           

R1# 

=========================================================== 
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4. GRE over IPsec Client Configuration 

4.1 Configuration on IPsec 

1. Go to VPN>IPsec, specify the IPsec settings as below: 

 

Note: Pre-shared Key is: test123456. It should be the same as the cisco side. 
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4.2 Configuration on GRE VPN 

1. Go to VPN>GRE, specify the GRE VPN settings as below: 

 

Note: The tunnel key is: 123456. It should be the same as cisco side. 

 

2. Click Save>Apply. 

 

4.3 Configuration on RIP 

1. Go to Network>Route>RIP, specify the rip settings as below: 
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Finally, the NR300/NR500 router is able to connect the CISCO router via GRE over 

IPsec and the subnet was declared successfully via RIP protocol. 

 

IPsec had been connected to cisco successfully, as below: 

 
 

GRE had been connected to cisco successfully, as below: 

 
 

The route table on NR300/NR500, it had been learned the subnet from cisco via rip, 

as below: 

 

 

The route table on cisco, it had been learned the subnet from NR300/NR500 via rip, 

as below: 
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5. Testing 

NR500/NR300 is able to ping the subnet of cisco successfully, as below: 

 

 

Cisco is able to ping the subnet of NR500/NR300 successfully, as below: 

 

 

The data go through the VPN tunnel had been encrypted, as below: 

 

 

Test successfully. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


