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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of
Modbus to IEC104.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:

Models Shown: NR500 series.

Firmware Version: V1.1.7(3b5122d) or newer
Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version Change Description

2021/09/14 V1.0.0 V1.1.7(3b5122d) First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email fo: support@navigateworx.com
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2. Topology

TCP Connection

fﬁi‘ﬂﬁi“s‘?jve] ?’é%‘:}%:;ﬁ)‘mm IEC104 Master

1. NR500 Router runs as Modbus to IEC104 converter, it acts as Modbus Master
and I[EC104 Slave.

2. A serial device support Modbus protocol and acts as Modbus Slave. It
connected to NR50O router via serial port or Ethernet port.

3. NRS500 router poll the Modbus data from end device (Modbus Slave), after
that, send the date to the remote [EC104 Master.
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3. Configuration

3.1 Configuration on NR500 (Modbus Master)

1.

Go to Applications>Modbus Master>Modbus Poll, specify the serial settings to

make the router connect to the Modbus Slave via RS232 interface:

Overview Status Poll Alarm Write
Link Management Connection Connection Settings
Industrial Interface Tndex Connection List . e &)
o : > ®
Applications Enable
DDNS Description \:l
SMS Scan Rate ®
Z;:edu\e Reboot Response Timeout ©]
» Modbus Master Delay Between Polls |0 @
Modbus Transport Connection Type  |[Rs232 |
Modbus IEC104 Enable Show Status
URd Enable Verbose Log ()

Maintenance

Baud Rate
Parity
Data Bits
Stop Bits

Serial Settings
115200

None hd

2. Go to Applications>Modbus Master>Modbus Poll>Channel List, specify the

Modbus Master settings:

Poll

Status Alarm

Write

Overview

Link Management
Industrial Interface

Network L

Index

Applications Enable
DDNS Description
5o Scan Rate

Schedule Reboot
chedule Rebool Response Timeout

Delay Between Polls
Modbus Transport
Modbus IEC104

VPN

Connection Type
Enable Show Status
Enable Verbose Log
Maintenance Fa—

Baud Rate
Parity
Data Bits

Stop Bits

Channel List

Index Enable Sla

i

Description

true

Connection Connection Settings
Index Connection List - e e ®

502 Z®

1

10000
1000

® 00

R5232

115200

1

A

ve ID
1

Function Code
03-Holding-Register

Register Address
0

Z®
EE EE e e
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Channel List

Channel Settings

Index

Enable
Description
Slave ID
Function Code
Register Address
Data type

Multiple Register

Data Endian
Plus

Subtract
Divisor
Multiplier

Shift Right Bits

L ]

03-Holding-Register v

Uint16

P o
C—
C—
C—
C—
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Keep Decimal Places E ®
M

Exponent

3. Click Save>Apply.

3.2 Configuration on Modbus Slave

1. SetSlave ID as “1"”; Function Code as “03", and the value “88" on Register “0":

o |[@] =

> oo o ©

2. NR500 had polled the data from Modbus Slave successfully:

Overview Status Poll Alarm Write

Link Management Channel Status

Industrial Interface Index Description Connection Index Type Slave ID Register Address Function Code Status Value
1 R5232 1 0 3 Read successfully 88 I

Network I t

Applications
DDNS
SMS
Schedule Reboot
Call

> Modbus Master
Modbus Transport
Modbus IEC104
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3.3 Configuration on NR500 (IEC104 Slave)

1. Go to Applications>Modbus IEC104>Modbus to IEC104, specify the IEC104
seftings and data mapping as below:

IEC104 Connection Settings

Connection Settings
Index |1

Enable

Description | |

Local P [0.0.00 |

Local Port | 2404 |

Modbus To IEC104 Mapping

Connection Index ’ﬁ @
Slave ID |1 | @
Register Address |0 | @
Quantity |10 | @
Start I0A |1 | @

IEC104 Settings
Common Address 1 @

IEC104 Object Type  |Measured Scaled v
Trigger |Cyclic hd |

Ti Timeout  [15 | ©

T2 Timeout |10 | ®

T3 Timeout |20 | ®

K |12 | ®

w [s | ®
Cause Of Transmission Length |2 v |
Common Address Length |2 ~ |
Information Object Address Length |3 v |

Enable Timestamp CP56Time2a
Enable Verbose Log

2. Click Save>Apply.
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3.4 Configuration on IEC104 Master

1. Run the IEC104 Master simulator and right click "IEC 60870-5-104", then click
“Add [EC 60870-5-104":

& Project-1-4.3

File Edit Vie Tool

Commands Trace Connections - TcpConnections Viewer

il +] Not Filter ~ s

Hame Ir Port

vt TN o o551 [2a0e |

B Project-l

- [ ) Master
Modi con Modbus
0]

(¥ 1EC 60870-5-101
. B
’ 0870-5-104 |
Add IEC 60870-5-104
Import XML

1

2. Right click *m104"” and then click “Properties’:

@ Project-1-43

File Edit Views Tools Help
(+im b 2
Project Explorer 4 x [SUURR (P Connections - TcpConnections [ERTTS
=17 Project-1 . ,

L T b B 6 Nt < e S

Eg Modi con Modbus Nane 1P Port
s i TN e o5t o |

[He* 1EC 60870-5-101

[CHOF TEC 60870-5-103 Beta
=H T =104

&M

[ H(¥ OFF Client Run

& Rename (
Clone Device/
Delete

tw
i
E’ Properties

T

Properties 4 x
Chennel Retry & ~
v Counter Interrogation
Feriodieity Hone

3. Specify the parameters of IEC104 Master to make it connect to the Router
(IEC104 Slave):

@ Project-1-4.3

File Edit

Commands Trace Connections - TcpConnections

Froject-l Status

() Master
Egm} Modbus TR E A -0 7 Advanced Filter - Count Items: 0
[ }{C¥ TEC 60870-5-101 Tame status Time Stamp Quality item BinaryDatalype Comment  Con

[ 1EC 60870-6-103 Beta

=¥ IEC 60870-5-104
w1 m10a(1)

{H# 0PC Client

2} Moni tor
Connections

W Parameter 8 "~

v hea =
| ASDU Adéress Siz2

Azdu address 1

TOK Size 3 < i
R TT—
Originator Addre D

< G —hotfm )

Top Connection TCPm104(1)

Hame ~t\nodbus. ser Loaded

i £ devi
ame of device ~1\dnp3slave. aer Loaded
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Note:

ASDU Address Size = Common Address Length
|OT Size = Information Object Address Length
COT Size = Cause of Transmission Length

4. Right click “TCP" and click “Open”, enter the IP address and Port of the router
to make it connect to the router:

9 Project-1-4.3
File Edit Views Tools Help
- ] [
(+im bl B\
Project Explorer 4 X [EULETEE (Y Connections - TcpConnections

fiewer
5[], Project-1
Ot 10 1 Not ite, = [search | 5

[CHG Modi con Modbus Hame IF Port

gt mes »i MBZ 168.5.1  |2404 1l
[CHGF 12C 60870-5-101
IEC 60870-5-103 Beta
E] IEC 60870-5-104
- mioa(l)
[HG¥ 0PC Client
=[] Slave
[Od Moni tor
=-01"4 Copngcti

5. Right click *“m104” and click “Run” to start to connect to the router:
@ Project-1-4.3

File Edit Views Tools Help

(i B\

Project Explorer a X [SUUENES (S Connections - TcpConnections [ERTTS
2007 Project-1 9
- -
-] Master 1 [ +] Not Filte: -Search =
[ Modicon Modbus Hame IF Port

IEC 60870-5-103 Beta
a -104

ik e [ rcin0: (1) 192.168.5.1  |2404 |
R TEC 60870-5-101

[HE¥ 0PC Clien) Run
&I slave -
{0 Mond tor
= [ Connections | & Rename
L% 1o ¥ Clone Device
[ Serial T oelete
&7 Properties

6. |IEC104 Master connected to router (IEC104 Slave) successfully:

Overview Status Modbus To IEC104

Link Management

Industrial Interface Index  Enable Description Client 1P IEC104 Connection Status
true 192.168.5.19 Comnected |

Network | !

Applications

DDNS

SMs

Schedule Reboot

Gall

Modbus Master

Modbus Transport
> Modbus TEC104
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3. Testing

1. Check the “Viewer"” option on [IEC104 Master and get the data from Modbus
Slave:

@ Project-1-4.3

File Edit Views Tools Help
[+ bl )
Project Explorer L Commands ~ Trace Connections - TpConnections

Projeet-1
Stat
5 () Master .
I Modicon Modbus TRC @ -5 7 Advanced Filter ~ Count Items: 10
K} DKP3
m IEC 60870-5-101 name status Time Stamp Quality item BinaryDataType Comment  Col
G TEC 60870-5-103 Beta 104 (1) _Unknowl 14/09/2021 05:58:21.971 GOOD 1 Measured Sealed 29
=-CHE 1EC 60870-5-104 04 (1)_Unknow2 T 14/09/2021 05:68:21.971 GOOD 2 Measured Scaled 29
@ [ mi04(1) 104 (1)_Unknow3 o 14/09/2021 05:63:21.971 GOOD 3 Messured Scaled 29
[ % 0PC Client m104(1)_Unknowd 0 14/09/2021 05:68:21.972 GOOD 4 Measured Scaled 29
w-[]= Slave n104(1)_UnknowS 0 14/09/2021 05:68:21.972 GOOD 5 Measured Scaled 20
T Moni tor m104 (1) _Unknowé 0 14/09/2021 05:56:21.972 GOOD 6 Measured Scaled 29
=A™, Connections w104 (1) _Unknow? i 14/09/2021 05:56:21 972 GOOD 7 Measured Scaled 29
0 m104(1)_Unknowd 0 14/09/2021 05:58:21.972 GOOD 8 Measured Scaled 29
m104(1)_Unlenowd 1] 14/09/2021 05:58:21.972 GOOD 9 Measured Scaled 29
m104(1)_Unlnowl0 0 14/09/2021 05:68:21.972 GOOD 10 Messured Scaled 29
Properties 1 x
< >

oY Lo
[ ]=S
/9/14 9:19:44
/9/14 9:19:44
/14 9:19:44
/9714 9:19:44 v

onTestProjects\Project=1\dnp3slave. aer Loaded

2. Test successfully
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