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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of DNP3
to IEC104.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:

Models Shown: NR500 series.

Firmware Version: V1.1.6(0742bac) or newer
Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version Change Description

2021/08/10 V1.0.0 V1.1.6(0742bac) First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email fo: support@navigateworx.com
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2. Topology

TCP Connection

Ethernet/Serial Device DNP3 to [EC104

(DNP3 Outstation) (Converter) IEC104 Master

1. Navigateworx's Router runs as DNP3 to IEC104 converter, which act as DNP3
Master and IEC104 Slave.

2. A serial device or ethernet device support DNP3 protocol and acts as DNP3
Outstation. It connected to Navigateworx's router via serial port or Ethernet
port.

3. Navigateworx's router poll the data from end device (DNP3 Outstation) and
perform the data mapping, after that, the remote IEC104 Master start the TCP
connection to the router (IEC104 Slave) and read the data.
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3. Configuration

3.1 Configuration on DNP3

1. Go to Applications>DNP3 To IEC104 >DNP3 Master, specify the DNP3 settings to
make the router connect to DNP3 Qutstation via ethernet interface:

Overview Status DNP3 Master IEC104 Slave Data Mapping
Link Management Connectiol Connection Settings

Industrial Interface Connection List
1

Network Index ®

Applications Enable
DDNS Description :
. Response Timeout

Enable Show Status

Enable Verbose Log (]
Connection Type
Remote Address
local Address

DNP3 Link Settings
Local Link Address 1

Remote Link Address

Index Enable Description Scan Interval

1 true 10 @ ®

Channel Settings

Index
Enable
Description
Scan Interval
Scan Type
Class 0

Class 1
Class 2

Class 3
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2. Run the DNP3 Simulator on PC and specify the IP Address and Port as below so
that the router connect to the DNP3 Outstation:

fig File @
00 04 00 01 51 1F 00 00 05 00 01 CF
% Add DNP3 Channel >

#- # channel

TCP Client | TCP Server [Serial [NCONFIRMED USER DATA Dest: 1024 Source: 1 Leng

4 01 00 9A 19

192.168.5. 19] Bind To Adapter

20000 ] |port

Settings Logging
Metri Val channel Alias [ABrror [ Link
etric ue . -
bybes 1 Pl T S | e [ Varning [ Link Hex [NCONFIRMED_USER DATA Dest: 1 Source: 1024 LengH

< 0 00 04

bytes tx 413771 [ Info [ Transport ok 8 06 00 00 O ~ o

16000 o] Tax hetry (a) i ) 01 28 06 00 00 00 01 DA 04 00 86 CA
cre errors 0

[JDebug [ Application )4 00 00 02 00 01 D5 04 00 00 03 AF 1A

opn\;o\mt f 0 04 00 01 62 1F 00 00 05 00 01 8C 15
num close
open fail count 0 A
link frames rx 6178
Ttk e te 6180 NCONPI}?.D{B‘)_U.S‘ER_DATA Dest: 1024 Source: 1 Lengt
bad link frames rx 0 4 01 00 9A 19

3. Right Click “channel”, and Add Master:

‘ Simulator

© Add i File

DHP3 5F 1F 00 00 04 00 01 56 1F 00 00 05 00

| & i@j 5 4F
Add Master

PRI_UNCONFIRMED USER DATA Dest: 1024 Sou
4 04 01 00 9a 19

Remove FF D4 00
FIR: = : 63 LEN: 2

FIR: = : 0 UNS: 1 SEQ: 4 FUNC:

FIR: 1 FIN: 1 CON: 1 UNS: 1 SEQ: 5 FUNC:
32,001 Analog Input Event

1 rr 1 SEQ: 41 LEN:

4. Specify the address on DNP3 Outstation, to make it match the seftings on
NRS500(DNP3 Master):

@ simulator
© Add g File
DKE3 45 18
- Add Outstation
@~ ¥ channel
Link  Outstation Static Defaults Event Defaults R DATA Dest: 1024 Source
1024 2| source
1 3| destination
[] send confirmed user data EQ: 3 FUNC: CONFIRM
1rm t L
EQ: 4 FUNC: UNSOLIGCI
a | retrie y. it With Flag, 16-b:
1000 = eout {
Metrio Value R DATA Dest: 1 Source: 1
bytes rx 165882 =
bytes tx 698829 00 00 01 D5 04 00 4A 4C
cre errors i} - - . 01 DA 04 00 00 03 43 32
open count 2 - B 00 05 00 01 91 10
num close 1
open fail count ]
link frames rx 10293
link frames tx 10295 Mlias Add 2 Dest: 1024 Source
bad link frames rx ]
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5. Right click “Relay”, then we can see the simulator:

&

) Add G File

DHE3 05 64 08 c4 00 04 01 00 9A 19
e p— D3 D1 00 64 1E
CONFIR
SEL-351S
=7 =
= llesEEeoce o sma: 8 rumo:
s lass 1 data - all
. ol =y lass 2 data - all
Matric - 0B lass 3 data - all
Nun transport rx 10812 lhke 0 daia ~ 1%
Nun trensport tx 10814
Y & t 0 i
o ISR SIS A 1241 VA: 8022 A very simple relay simulation. It reports : 0 SEQ: 8 FUNC: RESPON:
3-phase voltage and current, and ith Flags, 8-bit start
B 1242 VB: 8017 responds to a CROB latch on/off on 2-bit With Flag, 8-bit

index 0. The breaker can be manually

IC: 1243 VC: 8034 4
operated via the buttons on the relay

N: 45

. #D USER DATA Dest:

6. Router (DNP3 Master) has been connected to Outstation successfully:

Overview Status DNP3 Master IEC104 Slave Data Mapping

Link Management DNP3 Master Status
Industrial Interface Index Enable  Description Connection Type Connection Status ~ Task Scan Status

T rl true 11 TCP Client Connected Success I
Applications IEC104 Slave Status
DDNS Index Enable Description Client IP IEC104 Connection Status
sMS i false Disconnected
Schedule Reboot "
& e Reboo DNP3 Connection 1 Channel Status
P~ ORI T WEEE Index Data Index Type Value Flags Timestamp
1 0 Binary TRUE(1) Online, State
VPN
2 0 Analog 1242 Online
Maintenance
3 1 Analog 1243 Online
4 2 Analog 1237 Online
5 3 Analog 8017 Online
6 4 Analog 8034 Online
7 5 Analog 8031 Online
DNP3 Connection 2 Channel Status
Index Data Index Type Value Flags Timestamp
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3.2 Configuration on IEC104 and Data Mapping

1. Go to Applications>DNP3 To IEC104>IEC104 Slave, specify the IEC104 slave
sefting as below:

Overview Status DNP3 Master IEC104 Slave Data Mapping
Link Management IEC104 S| IEC104 Slave Connection Settings
icustil nerace | [ ©
1 %8
Enable
Description :
Enable Verbose Log ()

Schedule Reboot

IEC104 TCP Settings
» DNP3 To IEC104 Local IP 0.0.0.0

VPN Local Port | 2404

CGall

(]

Maintenance Upload Interval 10000

Cause Of Transmission Length

Common Address Length

Common Address @

T1 Timeout @)

T2 Timeout ®

T3 Timeout @

K @

w ®
—

Information Object Address Length

Advanced Settings
Enable COT Interrogated By Station

(<<

Enable COT Spontaneous

2. Click Save>Apply.

3. Go to Applications>DNP3 To IEC104>Data Mapping, specify the Data Mapping
seftings as below:

Overview Status DNP3 Master 1EC104 Slave Data Mapping

Link Management DNP3 To IEC104 Mapping Settings

®

ndex Start Index

Industrial Interface

Network

Si5 DNP3 To IEC104 Mapping Settings Type
tn | Input. 0

®
®

DNP3 To IEC104 Mapping Settings

Applications Index |1

pors Enable
SMS e
Schedule Reboot escription

uentty ®

L S T e e IEC104 Settings
VPN 1EC104 Connection Index |1
Maintenance IEC104 Type  |M_ME_NC_1 @
Start I0A

I

€]

Group 1

DNP3 Settings
DNP3 Connection Index |1
DNP3 Type  |Analog Input

@

Start Index

I

EN TR

4. Click Save>Apply.
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5. Run the IEC104 simulator and set the IEC104 Master as below:

Fuls cu% SR H@ At E > 18 5@ @

M IEC104 Master.sas \ v
B LRMMN= \ = et
BitR o e o8t}
BYKE-18

i

£ [1EC104 Master =3, mE=1

5 lC:‘Users\ss159‘Documents\54mua!eAnalyxcf\ ..

iz [pwios v

Addr: 0000 Dec: 104 Bin: 01101000 O
0000 68 12 CO 1E 06 00 0D 01 03 00 01

WBE H 3H
—_—
22{&=0.000000
- SEEAE=00H IV:0 NT:0 SB:0 BL:0 OV:0

X1110001 [IVI: o386z
1X110001 [NT]:3EZRIER
11X10001([SBJARBUL(Z
111X0001 [BLIAREI I

6. Start the IEC104 Master, it connects to the router (IEC104 Slave) and read data
successfully:

B Kw-22008E MEFHERISES: - IEC104 Master.sas - m} X
ESSl mzemy s7umn sy ST @ /-t B &
M IEC104 Mastersas -~ v X

B LRMMN = / = st

5 o - e ] I

= 2021-08-10 18:22:40:703 MEEEIHED 68 12 B8 00 04 00 OD 01 ... H ﬁ;;:;;fEOGOOH -

B 2021-08-10 18:22:40:719 68 04 01 00 BA 00 T . | N -

e 2021-08-10 18:22:40:903 68 12 BA 00 04 00 0D 01 ... B T/\BE=COH, mEFSa036
= 2021-08-10 18:22:41:103 68 12 BC 0004 00 0D 01 ...
i 2021-08-10 18:22:41:303 68 12 BE 00 04 00 OD 01 ..

&= 2021-08-10 18:22:41:505 68 12 CO 00 04 00 OD 01 ..

&= 2021-08-10 18:22:41:705 68 12 C2 00 04 00 OD O1 ...
= 2021-08-10 18:22:41:907 68 12 C4 00 04 00 OD 01 ..

= 2021-08-10 18:22:42:107 68 12 C6 00 04 00 OD 01 ..

E—N\GEE=1EH

bt -MEET=0

: _ P/N{iz=0
e — e
ooao EEE=0
Atsib=01H

- ERFIRO0, 1#ht=0003H
EIFISiEE=0003H
#{8=0.000000
- BESHERIE =00H IV:0 NT:0 SB:0 BL:0 OV:0
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Overview

Link Management
Industrial Interface
Network

Applications
DDNS
SMs
Schedule Reboot

Status DNP3 Master IEC104 Slave Data Mapping

DNP3 Master Status

Index Enable
1

Description Connection Status Task Scan Status

1

Connection Type

true TCP Client Connected Success

IEC104 Slave Status

Index _Fnable Description Client IP 1EC104 Connection Status
1 true 192.168.5.19 Activated

DNP3 Connection 1 Channel Status

Worx

Gall
TR T TEEE Index Data Index Type Value Flags Timestamp
1 0 Binai TRUE(1, Online, State
VPN ry (1)
i 2 0 Analog 1243 Online
Maintenance
3 1 Analog 1237 Online
4 2 Analog 1241 Online
5 3 Analog 8034 Online
6 4 Analog 8031 Online
7 5 Analog 8022 Online

DNP3 Connection 2 Channel Status

Index Data Index Type Value Flags Timestamp

4. Testing

1. IEC104 Master is able to read the data successfully:

M IEC104 Master.sas

R LRMM= M4 B BYEE=18

BitR s ~ - #28lis=7A200600H, ItE=C
—ANJ\fsE= NER.

€ 2021-08-10 18:36:27:394 68 E—\BE=TAH, BEFS:4157

1270 20 06 00 0D 01 ...
68 5A 72 20 06 00 0D 0A ...
68 1274 20 06 00 0D 01 ...
68 12 76 20 06 00 OD 01 ...
68 12 78 20 06 00 OD 01 ...

€ 2021-08-10 18:3
€ 2021-08-10 18:36:27:
€ 2021-08-10 18:36:27:996
€ 2021-08-10 18:36:28:198
€ 2021-08-10 18:36:28:398

BF —
5 E=/\B8=06H, BHFS:3

S\
= NAERESIEST(

7
7

EEEsm
, REESITH
H, 5?

MEEEISHESR)

68 12 7A 20 06 00 0D 01 ... =% M@=
= 2021-08-10 18:36:28:404  StE=L 6 0100 7C 20 SR
€ 2021-08-10 18:36:28:599  ME(E, 68 12 7C 20 06 00 0D 01 ...
€ 2021-08-10 18:36:28:799  ME(E 68 12 7E 20 06 00 0D 01 ...
€ 2021-08-10 18:36:28:999  ME(E 6812802006 000D 01... ¥|
Addr: 0000 Dec: 104 Bin: 01101000 Oct: 150 Ascii: h JAstEE=01H
0000 68 12 74 20 06 00 OD 01 03 00 01 00 03 00 00 62 1F 00 00 00 L ERGIS0, #i=0003H
ERRISMHE=0003H
#{8=0.000000
SEERF=00H IV:0 NT:0 SB:0 BL:0 OV:0
X1110001[IV): 73R 42
1X110001[NT]:3E=RIER
11X10001[SBI-EBUL LT
111X0001[BL] Lnivg

1111000X[OV]:iEEdi

2. Test successfully.
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