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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of TR069.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:

Models Shown: NR500 series.

Firmware Version: V1.1.4(0c0c%fa) or newer
Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version Change Description

2020/07/17 V1.0.0 V1.1.4(0c0c%fa) First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email to: support@navigateworx.com
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2. Topology

TCP Connection

NR5Q0 router TRO69 Management Platform

1. NR500 router connect to the TR069 management platform.

2. TR0O69 management platform can do the monitoring or control the router. For
example control the router restart, reset the router to factory default setting,
upgrade the firmware/APPs/configuration, syslog upload, NTP configured,

check the cellular, active link and NTP status.

Note: This Application Note is tested with “XACS” TR0O69 management platform.
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3. Configuration

3.1 Configuration on NR500

1. Go to Applications>TR069, specify the settings fo make the router connect to
TR0O69 management platform:

Overview TRO6S

Industrial Interface Enable ¥
Network Local Port | 7547
Applications Authentication | Digest v
DDNS Username
e Password ‘ |
Schedule Reboot
Log Level ‘Info v ]

» TRO69

VPN ACS Settings
URL http://192.168.111.19/acs

Maintenance
Username
Password

Enable Periodic &

Periodic Interval | 1800
Http 100 Continue Enable

Marufacturer  [novgatewors |
Manufacturer OUI | FFFFFE

Manufacturer Info

[ Sove ]
Note: During the test without the authentication both on NR500(CPE) and TR069
Management Platform (XACS), so not need fo set the username and password.

2. Login to the XACS, on the homepage we can see the router had connected
to the platform successfully:

Resource |Configwation|_Uparade. || Seaurity_||_ system 8 Welcome:adin Role:Supes Admin _Logout
Slml e sn | Manauector | odel | Frstcontact | LastContact | _Soft version | tHard Verson Operation
192.168.111.199  19125124330003  Navigateworx  NRSOD-S4G  2012-07-20 14:02:19  2012-07-20 14:36:44  L.14(0c0cOFa)  1.0.0 Detail | | Datatosel | [ Delete | Test

<<l

Delete | Apply Template In Batch
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4. Control and Monitor NR500

4.1 Reboot

Login to the platform and go to Resource>Test>Reboot, the router will reboot
when click the "Reboot” button:

Resource |

Upgrade | Security

System Al le:Su Logout
[ | oo | v | rowcomss | conne | sonveon | v |
192.168.111.199 19125124330003 Navigatewont NRS00-S4G 2012-07-20 14:02:19 2012-07-20 15:06:44 1.1.4 (0c0c9fa) 100 Detail | DataModel || Delete
Total, 1 cc x>
Delete | Apply Template In Batch
Resource | Configuration_ Upgrade Security System About B Welcome:admin Role-Super Admin |_Logout

Rrsenzer

Navigatewor CPE SN:19125124330003, URL:http://192. 168.111.109:7547/

== -—m# AR

¥ Global View

ACSEFE] 192,

»  Category View

BELfE

Upload Log

REEE

Upload Config

EEiE

Chas e

B AR

Elf %R Choose File No file chosen Fri8

4.2 Factory Reset

Login to the platform and go to Resource>Test>FactoryReset, the router will reset
when click the "“FactoryReset” button:

Resource | Configuration. Upgrade | Security

[ | oo | v | rowcomss | conne | sonveon | v |
192.168.111.199 19125124330003 Navigatewont NRS00-S4G 2012-07-20 14:02:19 2012-07-20 15:06:44 1.1.4 (0c0c9fa) 100 Detail | DataModel || Delete

Total: 1 <<l 5>

Delete | Apply Template In Batch

Resource  Configuration Upgrade | Security System About 8 Welcome:admin Role:Super Admin |_Logout
Navigatewons CPE SN:19125124330003, URL:htto://192.168.111.199:7547/

ACSREE
HEIACS

> Category View

[SE<

Upload Log

[-3-E3

Upload Config

L2
Choose One v || E#24% || hE2HFnE

BfFE

Etk3rét | Choose File |No file chosen R
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4.3 Syslog Upload

Login to the platform and go to Resource>Test>Upload Log, the router’s syslog will

display on the TR06? management platform:

Resource |Configurabion.  Upgrade | Secuty | System
el I T I T B T T Yy gy

[ER L 192.166.111.199  19125124330003  Navigateworc  NRS00-S4G  2012-07-20 14:02:19  2012-07-20 15:06:44  L14 (0c0c9a)  1.0.0
Total 1

Logout

Delete | Apply Template In Batch

Resource Configuration Upgrade | Security | System E

Velcome:admi in |_Logo

Rewonm=r

Navigatewon: CPE S4:19125124330003, URL:hrtp://102.168.111.199.7547/

Global View

ACSRSEIP:  102.168.111.10 i
SIBIACS IP || GetRPCMethads | Reboot || FactoryResat

won user.debug cwmp|5021]): urlz

192.168.111.70/acs
SL certificate validation disabled

it
external: execute inform parameter
: send Inform

++ SEND HTTP REQUEST +++ <aml wersion="1.0" encoding="UTF-&" standalane="nc"?> <soap. e xmins:soap_env="http:/, lisoap.orgl

- SEND HTTP REQUEST —

D HTTP RESPONSE +++ <SOAP-ENV-Envelope xmins:SOA
ip="urn; dslforum-org:cwmp- 1-0° xmins:xsd=""http:
RECEIVED HTTP RESPONSE —

receive InformResponse from the ACS.

): send empty message 1o the ACS

+++ SEND EMPTY HTTP REQUEST +++

+++ RECEIVED HTTP RESPONSE +4+-+ <SOAP-ENV:Envelope xmins:SOM

welape”

nwelopel” xmins:SOAP

4.4 Config Upload

Login to the platform and go to Resource>Test>Upload Config, the router’s config
will display on the TR069 management platform:

uration.  Upgrade | Security System T 3 v adn

e ) I I ) I T Ty ey ey

) 192.168.111.199  19125124330003  Nevigateworx  NRS00-S4G  2012-07-20 14:02:19 2012-07-20 15:06:44 114 (0c0c9f2)  1.0.0
Total, 1

Logout

<<l

Delete | Apply Template In Batch

Resource Configuration. Upgrade | Securty | System | A 3 Wekcome:admin Role:Super A 090

Mavigateworx CPE SN:191251243300

, URL:hitp://192.168.111,139:7547/

ACSRSEIP: 18216811118 v

$HACS 1P RPCMethods | | Reboot | | FactoryResst | (RS
HEER#

Upload Log

passthrough”:{
false”,

“hest_mac”™

itps_access™: "true”,
“teinet_acress”: false",
“ssh_access™: "false™

1
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4.5 Config Update

From the TR069 management platform, we can do the config update to the
router. Follow step4.4 we can upload a config to the platform, or we can put the
config file to the "uploads” installation folder, then go to Resource>Test>Config
Reset, to apply the config to the router:

B T I i Ty Y gy ey ey

192.168.111.199 19125124330003 Navigatewonc NRS00-S4G  2012-07-20 14:02:1% 2012-07-20 15:06:44 1.1.4 (0c0c9fa) 1.0.0

Delete | Apply Template In Batch

SIMACS IP | GetRPCMethods || Reboot || FactoryReset | | IRXIRES

[zotzora0 teor.11 » | Rk ][ BRFASEEA

4.6 Firmware/APP Upgrade

Login to the platform and go to Resource>Test>Firmware Upgrade, choose the
firmware or APP file and upgrade to the router:

Resowrce | Configuration. Upgrade | Security

System Al
B I I i g T [y ey

192.168.111.199 19125124330003 Navigatewornx NR500-54G  2012-07-20 14:02:19 2012-07-20 15:06:44 1.1.4 (0c0c9fa) 100

Detail | ( DataMadel | | Delete

CEFEE

Delete | Apply Template In Batch

owce | Configurabion  Upgrade Security Syster it B Wekome:admin Role:Super Adn Logout
CPE SN:19125124330003, URLibttp://192.168.111,199: 7547/

SESHIP: 162 16811119
GetRPCMethods || Reboot || FactoryReset || IR

Upload Config

31

Choose One v || H#5I% || RNFZmEE

BHHE

It | Choose Fie | No file chosen 712 |
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4.7 NTP Operation

Login to the platform and go to Resource>DataModel>.Time, we can configure
NTP parameters and check the NTP status.

Check the local time:

Resource _ Configuration| _Upgrade | Secuty | System A & Welco in Roke:Suge Logout
TR-096 » |expand Collapse Naime CurrentLocalTime Version 10
3 L - fErnes “ | Minvalue 9223372036854775808 MaxValue 9223372036854775807
. Length 2147483647 Writable o
g Description The current date and time In the CPEHA local time zone.
: ) Managen ents Path InternetGatewayDevice. Time CurrentLocalTime
S 3 Time
) Enable Twe s o Operation
) status Value Instance

Result “ Value
esul
IntemetGatewayDevice. Time. CurrentLocalTime.

Check the timezone:

Resource  Configuration  Upgrade | Secusity System A 8 Welcome:ax le:Super A Logout
Name LocalTimeZone Version 10
| Minvalue  -9223372036854775808 MaxValue 9223372036854775807
Length 6 Writable YES

The local time zone offset from UTC, kgnoring daylight savings time adjustments, in the form: +hh:mm -hh:mm For example, this will always be "-08:00" for
Description California, "+00:00" or "-00:00" for the United Kingdom, and "+01:00" for France. This parameter is OBSOLETED because the information that it represents Is fully
covered by LocalTimeZoneName.

Path IntermetGatewayDevice Time LocalTimeZone
Type Operation
Value Instance
Value
Result
InternetGatewayDevice. Time.LocalTimeZone m
Resource | Configuration. _Upgrack uity  System adr min |_Logout
i [ Name NTPServer1 Version 10
* | Minvaive 9223372036854775808 Maxvalue 9223372036854775807

. Length 64 Writable YES

g Description First NTP timeserver, Either a host name or IP address.

s Path IntemetGatewayDevice Time NTPServer!

T Type g v| Operation s
Value Instance
Result

Resource | Confi Upgrade | Securty | System @ Wel i

2 Neme  LocalTimeZone Version 10
Minvalue  -0223372036854775808 Maxvalue 223372036854775807
Length 6 Writable YES

The local time zone offset from UTC, ignoring daylight savings time adjustments, in the form: +hh:mm -hh:mm For example, this will always be *-08:00° for
Description California, *+00:00" o *-00:00" for the United Kingdom, and "+01:00" for France. This parameter is OBSOLETED because the information that it represents is fully
covered by LocalTimeZoneName.

path IntemetGatewayDevice Time LocalTimeZone
Type tring . Operation
Value Instance
Result Response Result: 1 - The Object creation has been validated and committed, but not yet applied; Instance Number :
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4.8 Activelink and Cellular Status

From the TR069 management platform we can check the active link and cellular
status.
Login to the platform and go to Configuration>Create new template, to create
the template for active link and cellular:

Resource | Configuration| Upgrade |  Searity | System | About B Welcome:admin Role-Super Admin | Logout

Templates

I S ™ E S

Delete

Create new template

Name
Description

After that, add the template parameters for active link and cellular:

Templates
ActiveLink Active Link Status
Cellular Cellular Info

Delete

Template Parameters for Activelink:

Activelink

Active Link Status

Agply
Template Parameter
| N N
InternetGatewayDevice. ActiveLink LinkType string WAN
IntemetGatewayDevice.ActiveLink.IP string 1
IntemetGatewayDevice.ActiveLink Netmasic string 1
IntemetGatewayDevice.ActiveLink Gateway string 1
IntemetGatewayDevice.ActiveLink PrimaryDNSServer string 1
IntemetGatewayDevice.ActiveLink SecondaryDNSServer string 1
Delete

Aakd Parametes ;
e —— ] Add

Name Type Value
InternetGatewayDevice.Activelink.LinkType string WAN
InternetGatewayDevice.Activelink.IP string 1
InternetGatewayDevice.Activelink.Netmask string 1
InternetGatewayDevice.Activelink.Gateway string 1
InternetGatewayDevice.Activelink.PrimaryDNSServer string 1
InternetGatewayDevice.Activelink.SecondaryDNSServer string 1
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Template Parameters for Cellular:

o Tempimies Description Cellular Infa
Tempiate Manage Apply
Template Paramatar
- weme | e ]
InternetGatewayDevice Cellular. 1.C5Q int 1
InternetGatewayDevice Cellular. 1.IMEI string 1
etGatewayDevice Cellular. 1 1 string 1
InternetGatewayDevice Cellular. 1. Operator string 1
InternetGatewayDevice Cellular. 1. Netwok Type int il
InternetGatewayDevice, Cellular. 1. PLMNID int 1
InternetGatewayDevice, Cellular. 1. LocalAreaCode int 1
InternetGatewayDevice Cellular. 1.CelllD int 1
InternetGatewayDevice Cellular. 1.IMSI string 1
InternetGatewayDevice Cellular. 1. TXBytes string 1
InternetGatewayDevice, Cellular. 1. RXBytes string 1
InternetGatewayDevice, Cellular, 1, ModemFirmwareVersion string 1
Delete
Add Parameter
+“-
I any . Add
Name Type Value
InternetGatewayDevice.Cellular.1.CSQ int 1
InfernetGatewayDevice.Cellular.1.IMEI string 1
InternetGatewayDevice.Cellular.1.Registration string 1
InternetGatewayDevice.Cellular.1.Operator string 1
InternetGatewayDevice.Cellular.1.NetwokType int 1
InternetGatewayDevice.Cellular.1.PLMNID int 1
InternetGatewayDevice.Cellular.1.LocalAreaCode int 1
InternetGatewayDevice.Cellular.1.CelllD int 1
InfernetGatewayDevice.Cellular.1.IMSI string 1
InternetGatewayDevice.Cellular.1.TXBytes string 1
InternetGatewayDevice.Cellular.1.RXBytes string 1
InfernetGatewayDevice.Cellular.1.ModemFirmwareVersion string 1

After creating the template, go to Resource>DataModel, click any one of the
templates, and copy the Template Parameters to the “Path”, Click “OK"” then we
can get the related value. Here get the “IP address” as an example:

Upgrade | Secunty  System : & Wekcome:admin Role:S out
= Name DeviceSummary Version 11
SRR Minvale -0223372036854775808 MaxValue 0223372036854775807
iries Length 1024 Writable NO
serOfEntries Description As defined in 3],
path Intemel GatewayDevice ActiveLink IP
Type string v Operation GetParametervaiues v || OK
Value Instance
- e [ e
InternetGatevayDevice. ActiveLink [P 103.168.111.100)
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