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1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of SSH
with Public Key.

This guide has been written for use by technically competent personnel with a
good understanding of the communications technologies used in the product,
and of the requirements for their specific application.

1.2 Compatibility

This application note applies to:

Models Shown: NR500 series.

Firmware Version: V1.0.0 (930.3) or newer
Other Compatible Models: None

1.3 Version

Updates between document versions are cumulative. Therefore, the latest
document will include all the content of previous versions.

Release Date Doc. Version Firmware Version | Change Description
2018/10/08 V1.0.0 V1.0.0(930.3) First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any
request for new application notes please email to: suppori@navigateworx.com
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2. Configuration

2.1 Router Configuration

1. Go to Maintenance>System>SSH/Security, to specify the SSH port and enable
Remote SSH Access, like below:

] Login: admin

L H
meas NavigateWorx

Overview General Accounts Syslog Web Server Telnet SSH Security

Link Management General Settings
Industrial Interface SSH Port |22

Network Allow Password Authentication ¢

-— i Login: admin
= NawgateWorx

Overview General Accounts Syslog Web Server Telnet SSH Security

Industrial Interface Remote HTTP Access ¢
Network Remote HTTPS Access ¥

Remote Telnet Access &

Remote SSH Access ¢

Applications

2. Click Save>Apply.

2.2 Public/Private Key Generated

1. Run the software “puttygen.exe” to build the public key, like below:

BP PuTTY Key Generator X
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®)RSA ()DSA ()ECDSA () ED25519 (C) 85H-1 (RSA)

Number of bits in a generated key: 2048

NR500 Series Applications Note www.havigateworx.com

©2018 Guangzhou Navigateworx Technologies Co., Lid. All rights reserved. support@navigateworx.com




2mm Worx

2. Copy the public key string to Maintenance>System>SSH, click Save>Apply.

[ . Login: admin
_ NavigateWorx

Qverview General Accounts Syslog Web Server Telnet SSH Security

Link Management General Settings
Industrial Interface SSH Port

Network Allow Password Authentication (¥

‘ Public Key [ssh-rsa AMAAB3NzaClyc2EAZ]|

Applications

3. Save the Private Key, like below:
B

File Key Conversions Help
Key

Public key for pasting into OpenSSH authorized_keys file:

+ipaxTo30CjgrabMAVERXXreVco3kgnlFw/tM5aPUxim6APPHGKREXI4j2eh5UnNIrRdgx) A
Zr2zCQuwgVIXAmg7+LwyWEzOrm6kAPSdDg7+CKQaiyuzgrXk
+MMMquOsBynL2L7sh4SUDnnFXcomgOLFDvHGENn7mvVHqad4yGho/zQ/PoCEmuJVF
Zq7926vrlJsgIN/Meg9KZvsLuyoOApBaysDiCxo2Ux4 1q7MHIdGGpnfOvmNv+

+KQeEEFLOylp8mw== rsa-key-20181008 v
Key fingerprint: |ssh-rsa 2048 73:a7:01:6d:e7-c9:ad:c8:a0:39:3d:ad:2f.ce: 76:e3 ‘
Key comment: |rsa-key-20181008 ‘
Key passphrase: | ‘
|

Confirm passphrase: |

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®) RSA ()DSA () ECDSA () ED25519 () SSH-1 (RSA)

Number of bits in a generated key: 2048

Note: we need to import the private key to the SSH tool, so the it can SSH to the
router successfully.
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3. Test

1. Enable SSH tool “putty.exe” and import the private key, like below:

&® PuTTY Configuration

X
Category:
—Session Options controling SSH authentication
-~ Logging
= Terminal Display pre-authentication banner (SSH-2 only)
Keyboard [ ] Bypass authentication entirely (SSH-2 only)
- Bell
~Features Authentication methods
_.WmA?}L:)";arance [v] Attempt authentication using Pageant
- Behaviour [ ] Attempt TIS or CryptoCard auth (SSH-1)
- Translation [v] Attempt "keyboard-interactive” auth (SSH-2)
Selection
- Colours Authentication parameters
=l Connection || Allow agent forwarding
. Eata [ ] Allow attempted changes of userame in SSH-2
10!
. Telrgt Private key file for authentication:
- Rlogin | Browse. . |
N
L. Tunnels
About

2. Enter the host name and port to SSH to the router.
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Category:

| Session
: ?--Logglng
= Terminal
Keyboard
- Bell
- Features
~ Window
- Appearance
- Behaviour
Translation
- Selection
- Colours
~I Connection
-Data
Proxy
-Telnet
- Rlogin
—} SSH
- Kex
Host keys
Cipher
1 Auth
=~ X1

- Tunnels

About

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port
|| 192.168.5.2 | \22 ||

Connection type:

(ORaw () Telnet ()Rlogin (@ SSH () Serial
Load, save or delete a stored session

Saved Sessions

Default Settings

Load

Save

Delete

Close window on exit:
(O Aways () Never (® Only on clean exit

Open Cancel
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3. Test successfully.

£P 192.168.5.2 - PuTTY - O X
o .
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